ITPUKA3 Ne11/2023
10 00IIECTBY € OTPAHMYEHHOI 0TBETCTBEHHOCThI0 «JIevefHo-TuarnocTaYeckuii HeHTp
Me:xayHapoaHoro HHCTHTYTa GHoTOrH4Yeckux cucrem Kpacnosipex»

r. Kpacrosipek 28 momns 2023 rona

06 ymeeparcoenuu Honumuxu
ungopmayuonnoi bezonacrocmu 6 000
«/LL] MHBC Kpacrosipck»

Bo wmcmommenne @enepanmbHoro 3akoma or 27.07.2006 Ne 149-03 «O6 wumdopmanmy,
MH(DOPMAITMOHHBIX TEXHOJIOTHAX H 0 3aIliTe HHpOopMaliny, @eneparsHoro 3akoHa ot 27.07.2006 N 152- @3
«O mepcoHaNTbHBIX TAHHBIX» ¥ MHBIX HOPMAaTHBHBIX IPAaBOBBIX akToB Poccmitckoii Penepanuy,

ITPUKA3BIBAIO:

1. Vreepmuts [lomutuky undopmammonnoit GesomacHoctd B OO0 «JIII] MUBC Kpacaospcky
(manee — ITomuTHka) cornacHo IIpunoxkenmo N 1 k Hactosmemy [Tpukasy.
2. KoHTpoms 3a HCHIOTHEHHEM HACTOSINETO MPHKA3d) OCTABIIIIO 32 COOOIL.

I'enepansHbLl TUpEKTOP 0.C. Makcumosa




Ipunoxenue Ne 1 K npuxasy mo
000 «JIALL MUBC Kpacrospek»

01 28.07.2023 Ne 11/2023

INOJIMTHKA
undopmanuonnoi 6esonacuocrn 8 000 «JIJJI MUBC Kpacrosipck»

1. TepMuHEI ¥ OnIpeaETCHHS

1.1.  busHec-mpomecc —  IIOCIEJOBATENHOCTh TEXHONOTMYECKH  CBA3aHHBIX  Omepamuii  1mo
IPEJJOCTABJICHAIO IPOAYKTOB, YCIYr' W/MIM OCYIIECTBICHHIO KOHKDETHOIO BHAA [EATENLHOCTH
Opranuzamnmm.

12.  3ammra mHGOpMaNHM — COBOKYITHOCTH OPraHH3AlMOHHBIX M TEXHAYECKHUX MEp, HATIPABICHHBIX
Ha IIPEeJOTBpAICHHE YTEYKH 3allHIacMod HHBOpMAlUM, HECaHKIMOHHPOBAHHBIX H HEIPaBOMEPHBIX
BO3JCHCTBHH Ha 3alIUINAEMYIO HHQOPMAITHIO U CPe/ICTBA JOCTYIIa K Hel.

1.3. Hudopmauus — cBeleHMSI O JTHIAX, OpeaMerax, (akTax, cOOBITHSAX, ABIEHHSIX H IIPOLECccax
HE3aBUCHMO OT (JOPMBI HX IIpeICTaBIICHH.

14. Hudopmanuonnas 0e30macHOCT> — [PAKTHKA NPEJOTBPALIEHHS HECAHKIHOHHPOBAHHOTO
AOCTYTIa, HCTIOTB30BAHUS, PACKPHITHS, HCKaXKCHHS, H3MEHEHH S, 3alIICH HIH YHHITOKEHUS HHDOPMAIIHH.

1.5. Hndopmanuonnas cHcreMa — COBOKYIHOCTh COIEpiKaiieiics B 6a3ax JaHHBIX HHQOPMAIHH 1
obecrieuuBarOIEX €€ 06paboTKy HHYOPMAIMOHHBIX TEXHOIOTHH U TEXHUYECKUX CPEIICTB.

1.6. MudopmanmmonHbli pecypc — BCe, 9TO HMMEET LEHHOCTH M HAXONMTCH B PACHOPSDKEHHH
Opranuzanuy.

1.7. Kommepueckas TaliHa — KOH(HIEHIMATHOCTS HHPOPMALIMH, I03BOIISIONAS €€ 00IaNaTeNo MpU
CYUISCTBYIOIIHX HIJIH BO3MOXKHEIX OOCTOATENBCTBAX YBENWYUTH HOXOABI H30eKaTh HEONIpaBIaHHEIC
PacXo/Ibl, COXPAHHUTH MOJIOKEHUE HA PHIHKE TOBApOB, paboT, YCIYT HIM IIOIYYHTh HHYIO KOMMEPYECKYIO
BBITOTY.

1.8. Konduaenuuanbuas nadopmamus — HHOGOPMAKS C OrPAHHYEHHEIM JOCTYIIOM, HE COIEpIKAIIAs
CBEJICHHH, COCTABILIIOIMX FOCYJaPCTBEHHYIO TaifHy, JIOCTYI K KOTOPOH OTPaHHYMBAETCS B COOTBETCTBHH C
3aKOHOAATeNbCTBOM Poccutickoit @eneparnuu.

1.9. KondugennumaabHocTh mHPOPMANHMH —  COCTOSHHE  3AINUINEHHOCTH  HHGbOPMAIUH,
XapaKkTepPU3yeMOe CIOCOOHOCTEIO HH(OPMAIMOHHON CHCTEMEI O0ECIeuHBaTh COXpPAHEHHE B TaifHe
HH(pOPMALKH 0T CyOBEKTOB, HEe HMCIOIIUX IOJTHOMOYHH HA 03HAKOMIIEHHE C HEi.

1.10. HecaHKUHOBHPOBAHHBIH JocTyn — JocTyll kK MHQOpPMauuu WaW OeHcTBHS ¢ uWHbOpMAIlHeH,
HapyIIAOIIHE IPaBHIIa PasTpaHHYEH s JOCTYIIA C HCIOIh30BAHHEM INTATHBIX CPEICTB, IPEIOCTaBIISEMbIX
CPeICTBAMH BEIUHCIIUTENIFHON TEXHHKH HITH aBTOMATH3UPOBAHHBEIMH CHCTEMAMH.

1.11. IMommTHKa - 00IIMe e | yKazaHus, GOpMaTbHO BEIpaKEHHEIE PYKOBOICTBOM.

1.12. Ilpasa gocryma — 3TO IpaBa JOBEPEHHOTO OOBEKTa Ha COBEPIICHHE KAKHX-JTHOO JEHCTBHH IO
OTHOLIEHHIO K 00BEKTaM CHCTEMEL

1.13. Puck — coueTaHHue BEPOSTHOCTH COOBITHS U €r0 MOCIEACTBHI.

1.14. Cucrema ynpasiaeHHsi HHPpOPMAIHOHHOH 0€30IMACHOCTBI0O — dYacTh OOIIEH CHCTEMBI
VIIpaBIIEHHs, OCHOBaHHAs Ha OLIEHKE PUCKOB, IIpeHa3HaYeHHas Ui CO3JaHHs, BHEAPESHUS, SKCIUTyaTalliH,
MOHHTOPHHTIA, aHAJIA3a, COTIPOBOXK/ICHHS U COBEPIIEHCTROBAHUS UHOPMAITHOHHOM O€30I1aCHOCTH.

1.15. V¥rpo3a — onacHOCTb, IIpeATONaraImas BO3MOKHOCTE IOTeps (yimepoa).

1.16. IlenocTHocTh HHGpOPMAIMH — YCTOHYHBOCTP HHGPOPMAIIHH K HECAHKIIMOHHPOBAHHOMY JOCTYITY
WM CIy4JaliHOMY BO3IEHCTBHIO Ha Hee B IIpolecce 0O0paboTKH TEXHHYECKHMH CPENCTBAMH, PE3YIbTaTOM
KOTOPOI'o MOKET OBITh YHHUYTOXKEHHE H UCKaXKeHHe HH(DOPMAIIHH.



2. OOmiee monoXeHHe

2.1.  Hacrosmas nomutuka HHGopMamoHHol 6e3onacHocTH (nanee — [lomatuka) ObmecTsa ¢
OTPaHIYEHHOI OTBETCTBEHHOCTEIO «Jleue0H0-marHoCcTIIecKui eHTp MeXIyHapoIHOro HHCTHTYTA
buomoruyeckux cucteM KpacHosapck» (Hanee — OpraHusaius) npejcrasisger coboi cucTteMy
TpeboBanwmiA, mpaBmI ¥ MeTonoB Opranusaiu B 001acTy obecreyeHust 0€30MacHOCTH HHAOPMALHH, ee
KOHGUIEHIHATBHOCTH, & TAKKE OCTPOSHUS CHCTEMBI YIIpaBIeHus HHGOpMalHOHHOK He30IacHOCTRIO (Hanee
— CYHB) Opranu3zaius.

2.2.  CobmoneHne IPHHIMIIOB, MPaBMiI 1 TpeboBanmit HHGOpMAHOHHOH Ge3onacHocTH (nanee — KMb)
SIBJISIETCS, B TOM YMCIIe, SIEMEHTOM KOPIIOpaTHBHOM KynbTypsl CrnenoBanue TpeboBanusm Ub sBisercs
BaYKHBIM YCJIOBHEM IIPH OCYIIECTBICHUH IIOBCETHEBHOM NedaTensHocTH Opranusaliiy, BKIroYas
COBMECTHYIO paboTy ¢ nenoBbiME napTHepamu. Kaknsri pabotauk OpraHusalui U €€ JeI0BbIE
MapTHEPEI HECYT OTBETCTBEHHOCTE 3a Ge30macHyio paboTy ¢ HHbOpMAIOHHEIME cicTeMamH (nanee — HMC),
nHQOpPMaIMOHHEIME pecypcamiu (nasee — WP), koMnproTepHbIE 000pYIOBaHHEM, MOOHITBHBIMHA
TEXHHYECKUMH CPEJICTBAME, HOCHTENSIME HH(DOPMAIIHH, IPEOCTaBIeHHON 1 00pabaTbBaeMoi
undopmanveit Opranu3arum.

2.3. Ob6ecneuenne Ub pxmouaer B cebs moOyro AesTeIbHOCTE, YCTAHOBICHHYIO I€HCTBYIOIMAM
3aKkoHoaTenseTBOM Poccuiickoit Meneparn, Harpasiennyio Ha saumry UC u HP Opraauzarmm.

2.4. Hacrosmas ITonuTka pazpaboTana Ha ocHOBe TpeOoBaHHMH 3aKOHOAATeNbCTBAa PoccHicKoR
Oepeparnuu:

1. ®enmepanmsaoro 3akona ot 27.07.2006 N 149-@3 «O6 unbopmaimy, HHOOPMAIHOHHBIX
TEXHOJIOIHSX H O 3aIuTe HHPOPMAII»;

2. ®@epepansroro 3akona ot 27.07.2006 N 152-@3 «O nepcoHaNBHBIX JAHHBIXY;
3. ®enepampHoro 3akoHa 0T 06.04.2011 N 63-03 «O06 31eKTPOHHOM HOIITHCH;

4, Oepepampuoro 3akoHa or 26.07.2017 N 187-®3 «O 6e30macHOCTH KPHTHIECKOM
uHpOpMaIOHHOM HHppacTpykTyps! Poccuiickoii Deneparny,

wh

[Tpuxaza ®CTIK Poccun ot 25.12.2017 N 239 «O6 yrBepxnennr TpeGoBanui 110
obecriedeHHI0 6e30IaCHOCTH 3HAYMMBIX 00BEKTOB KPHTHYECKOH HHYOPMAHOHHOH
uadpacTpyKTyphl Poccuiickoit Oenepanuny;

6. TIpuxasa @®CTOK Poccun ot 18.02.2013 N 21 «O6 yreepaxnenun Cocrasa H COAepIKaHUS
OpPraHM3alMOHHBIX H TEXHHYECKHIX Mep 10 o0ecmeueHnto 0e30acHOCTH IIEPCOHANBHBIX JaHHbIX [IPH
ux 06paboTke B THOOPMAIIMOHHBIX CUCTEMAX TIEPCOHANIBHEIX TaHHBIX

7. Tlocranornenus [Ipasutenbera PO o1 01.11.2012 N 1119 «O6 yrBep:xaeHuH TpeOOBaHHH K
3aIATE EPCOHATBHEIX JAHHEBIX IPH UX 00paboTKe B HHPOPMAIHOHHEIX CHCTEMAX
TIePCOHATBHEIX TAHHBIXY;

8. I'OCT P UCO/MDIK 27001-2021. HammonansHeli cranaapT Poccuiickoi Denepariuu.
WadopManuoHHas TeXHOIOTHs. MeTo sl i cpesicTa obecneduents Oe3onacHoCTH. CHCTEMBI
MeHeKMEHTa HH(pOpMaIHoHHOH O6e3omacHocTH. TpeboBanus.

2.5. Ilpumenenune CYUB pernaMeHTHPOBaHO HacTosAmeH [[0OMUTHKOM, a TakKe IpyTUMH
OpraHM3alHOHHO-PACTIOPSAUTEILHEIMH JoKyMeHTamu (qanee — OP/I) Opranusaiuu, KOTOpbIe
SBIISIOTCS 00S3aTeNBHEIMHE I MCIIOIHEHUS BeeMu paboTHuKamu Opranmsanuu. TpeGosanus CYHbB
ZIOBOIATCA JO cBeleHuA paboTHHKOB OpraHu3aliyy.



3. llemns u3amaun

3.1. OcHoBHOH 1enslo Hactosmed [lomuTaku sensierca 3amura MUC u P Opranuszamuu ot
BO3MOJKHOT'O HAHECSHUS UM MATEPUATBHOTO, (PH3HIECKOT0, MOPAIILHOTO HIIH HHOTO yInepa, a TaKke
HapyILIEHHUS pekuMa KOHOHICHIIHATbHOCTH HHGOPMAIIHH B PE3YNIbTAaTe HECAHKI[MOHUPOBAHHOTO
JIOCTYyTIa K UHGOpPMALIUH, €¢ HOCUTEIISIM, & TaloKe IporeccaM 06paboTku 1 nepefady HHOpPMAIIHH.

3.2.  JIns noctmxeHus ykazaHHBIX Lened CYHDB nomkaa o6ecrieuMBaTh BEITOTHEHHE CIEAYIONIHNX

3amaq:;

o
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cooTBeTcTBHE TpeOoBaHmHaM DeepanbHOT0 3aKOHOAaTeIbCTRA, HOPMATHBHO-
MeTo yecKux 1okyMeHToB @CB Poccrnu, @CTIOK Poccun u IoroBOpHBIM 00s13aTebCTBAM B
yactd Ub;

CBOEBpeMEeHHOE BBISBIICHHE, OIIeHKA U IIPOTHO3UPOBAHNE HCTOYHHKOB yrpo3 Mb;
TIPEAOTRPAIIEHHE W/HIIH CHIDKEHHE yinepOa oT peanuzaimn yrpos Hb:

CO3/IAHHE MEXaHH3Ma ONEPaTHBHOTO peardpoBaHus Ha yrpossl Mb;

JNOCTHKEHHE aIeKBATHOCTH MED I10 3armuTe 0T yrpo3 Ub;

3aIUTa OT BMEIMATELCTBA B TIporiece GyHknuonrposanus VIC mocTopormmx i,

BEIBIIGHHE, MpEeNyNpexIeHHe W IpecedeHre BO3MOXXHOW IIPOTHBONPABHON W HHOM
HETraTUBHOH JIesITeTbHOCTH COTPY/IHHKOB;

obecrniegeHue HEIIPEPBIBHOCTH KPHUTHYECKUX 6H3H€C-HPOHGCCOB;

H3YUCHHE APTHEPOB, KIIMEHTOB, KOHKYPEHTOB U KAHIMIATOB Ha paboTy;

. HEJIONyIIeHHe NPOHUKHOBEHUS CTPYKTYP OpraHW30BAHHOM MPECTYIHOCTH M OTHENBHBIX

JIAIL C IIPOTHBOIIPABHBIMHA HAMCPCHHAMH,

TIOBBITICHHE JICJIOBOM PEITyTAIIMH M KOPIIOPATHBHO#N KyIbTYpH! B cepe Ub.



4. Merone! obecneuenus HHGOPMAMOHHOH 6€30IacHOCTH

41. HasHa4eHue M NOArOTOBKa pabOTHHKOB, OTBETCTBEHHBIX 3a OPraHH3AIHIO U
OCYIIECTBIIEHHE MepoIpusAThii mo obecrneyenuto 1b.

4.2.  PermaMeHTHpOBaHHE BCEX IPOIECCOB 00pabOTKH HHPOPMAIHH, JeHCTBHE pabOTHHKOR
Oprasu3aiyy ¥ CIIeIUATHCTOB, OCYIIECTRIIFONMX aIMUHUCTPHPOBAHKE IPOIPAMMHBIX U TEXHUIECKIX
cpenct 0OpaboTky HHGOpMAaHK, Ha OcHOBE yTBep:kaennoi OP/] mo Bompocam obecnieuenus Hb.

4.3.  VYwder Bcex, moanexanmx 3anmre, HP (kaHaIoB CBs3H, alllapaTHBIX | IPOTPAMMHEBIX CPEJICTR).

4.4.  IlpenocraBieHue Kax oMy moibs3oBatento MC MuHUManbHO HEOOXOAUMBIX MIPaB HOCTYIIA IS
BBIIIOTTHEHHA CBOMX (YHKIIHOHABHBIX 005S3aHHOCTEH.

4.5.  3HaHue U CTPOroe cOOIIONEHNE BCEMH paGOTHUKAMH, HCIIONB3YIONMUX ¥ 00CITyKMBAIOIINX
anmapaTHBIE H IIPOrpaMMHbIe cpeacTBa obpaboTku nHpopmanuy, Tpedoanuit OP/] mo Bonpocam
obecrieuenns 6e30MacHOCTH KOHDUASHIMATLHOM HH(OpMAIIHH, B TOM YHCIIe KOMMEPYIECKOM TalHbI H
KPHUTHYECKUX OM3HEC-TIPOIIECCOR.

4.6.  llepconaneHas OTBETCTBEHHOCTb 3a CBOM AEHCTBHS KaX0r0 pabOTHHKA, YIaCTBYIOIIETO, B
pamMKax CBOHX (DYHKIIHOHAIBHBIX 00s3aHHOCTEH, B Iporieccax 00paboTku HHOOPMAIIMH | HMEIOIIETO
nocrym k VP,

4.7.  Peamm3aiius TEXHOJIOIHYECKHX IpoueccoB 00paboTKi HHGOPMALUK B COOTBETCTBHH C
KOMIIJIEKCOM OPraHU3allMOHHO-TEXHUYECKUX MEp IO 3aIIUTHI TPOTPaMMHOTO 00eCTIeUeHHS,
TEXHUYECKUX CPEJICTB H JAHHBIX.

4.8.  Tlpuusatue Mep o obecredeHHIO QHU3HIECKO# 1IETOCTHOCTH TeXHIYecKuX cpencts VC u
noanep;kaHueM HeoOX0IMMOT0 YPOBHSI 3alUIICHHOCTH WX KOMIIOHEHTOB.

4.9.  Hcnonp3oBaHHE QH3HYECKHX H TEXHHICCKHX (IIPOrpaMMHO-AIIIapaTHBIX) CPEICTB 3allUTh
undopmanun (nanee — C3HM), a TakiKe TEXHHUSCKAs TOMACPIKKA UX HCIIOIB30BaHHMA.

3.10. KouTpons cobmopenus nons3oBareismu MC tpebosanuii o obecnevenuto Mb.

4.11. IlpaBoras 3amurTa HHTepecoB OpraHu3alliy IpH B3aUMOJICHCTBHH ¢ IOPUIUIECKUMH U
bu3MgecKuMH JTHLAME OT IIPOTHBOIPABHBIX H HECAHKIMOHMPOBAHHBIX JEHCTBHH CO CTOPOHBI STHX JIHIL.

4,12, IlpoBenenue ananmsa 3GEKTUBHOCTH NPUHATHIX Mep U npuMenseMerx C3M. PaspaboTka B
peanu3anus npemIoKeHuid 1o copepineHcTBoBanuo CY Wb B Opranuzamnuy.

4.13. CBoeBpeMEHHOE BBIABIICHUE HCTOYHUKOB yrpo3 Wb, npu4uH H ycIoBHH, CIIOCOOCTBYIOIMX
HaHeceHHIo ymepba 3anHTepecoBaHHbIM cyObekTaM HHGOPMAIIMOHHBIX OTHOINEHHI, CO3aHNe
MeXaHH3Ma OIIEPaTHBHOTO PearnpoBaHusl Ha yrpo3sl Mb.

4.14, Cosnanue ycIIoBHil /sl MUHEAMH3AIME HAHOCKMOTO yIepOa HelpaBoMepHEIMH JACHCTBUSIMH,
" ocnabJieHHe HEraTHBHOTO BIMSHUA M yCTpaHEHHs NociecTBui Hapymenus Ub.



5. 3aximrouenne

5.1. Hacrosmas [lomuTika sBiseTcs BHYTpeHHEM JOKyMeHToM OpraHusaiyy, o6Ime0CTyTHOM 1
IIOJUIEIKUT Pa3sMEINEHHI0 Ha OQUITHAIBEHOM caiite Opranu3anum.

5.2.  Hacrosmas [lomTika pacopocTpanseTcs Ha Bce GH3HEC-TPOLIECCH], ABTOMATH3HPOBAHHEIE 1
TENIEKOMMYHHKAIIMOHHBIE CUCTeMEI OpraHu3aliiy.

5.3.  PaspaboTKa BHyTPeHHHX OpraHH3alMOHHO-PACIOPAIUTENBHEIX JOKyMeHTOB Opraumu3anyn,
periaMeHTHpPYIOIEX Borpocsl Mb, ocytecTiseTcs Ha OCHOBAaHWH HACTOMIEH [IOMMTHKO.

54. Paboruuku OpraHu3anuu J0JKHBI PYKOBOACTBOBATLCS HacTosmeH [1oMuTHKOi B
npodeccHOHATBHON JIesTebHOCTH, IIPH BHYTPHKOPIIOPATHBHOM B3aUMOJIEHCTBHH, INIHOM Pa3BHTHH H
IIOBEBIICHMH KYIbTypsl HB.

59 OTBETCTBEHHOCTD MOKHOCTHBIX JIMI OpPraHu3aiiy, IMEIOIIX JOCTYII K KOH(HIEHHATLHOM
uH(pOpPMaIKH, 32 HEBBIIOJIHEHHE TPeOOBaHUN HOPM, PEryIHPYIOIHX 06paboTKy | 3aIIuTy
HH(OPMALKH, OIIPE/IENIIETCS B COOTBETCTBHH C 3aKOHOaTebeTBOM Poccuiickoit Menepanuu 1
BHYTPEHHHMH OpraHH3allHOHHO-PACIOPAIUTEIEHBIMU TOKyMeHTaMu OpraHiu3aliyi.

5.6.  Hacrosmas IlomuTuka BeTymaer B CHITy ¢ MOMEHTA €€ YTBEPIKICHHMS.



